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® (P2-6.2.1) Non-console HSM access for the purposes of management and
configuration requires the use of MFA.

® (P2-6.2.2) Non-console HSM access for the purposes of management and
configuration is performed using a secure channel.

® (P2-6.2.3) Secret or private cryptographic keys, key components, and/or key
shares input to or output from the HSM are secured through dual control and split
knowledge.

® (P2-6.2.4) Non-console access used for the loading of clear-text key components
or key shares originates from a Secure Cryptographic Device (SCD), that is either:

€ Listed on the NIST Cryptographic Module Validation Program (CMVP) list and
approved to FIPS 140-2 Level 3 or 140-3 Level 3 (overall) or higher. Refer to
http://csrc.nist.gov.

e,
& Listed on the PCI SSC website, with a valid PCI SSC listing number, as an
Approved PCl PTS Device.

® (P2-6.2.5) When loaded through a non-console interface, key components and
key shares are encrypted using a key encryption key that is specific for the
purposes of key transport. Use of encryption provided by a secure channel is not
sufficient to meet this requirement.
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6.2.1 Personnel with logical access to HSMs
must be either at the HSM console or using an
HSM non-console access solution that has
been evaluated by an independent laboratory
to comply with the following sections of the
current version of ISO 13491:

B Annex A - Section A.2.2: Logical security
characteristics.

B Annex D - Section D.2: Logical security
characteristics. (Note: The use of single
DEA message authentication codes is not
permitted.)

B Annex E - Section E.2.1: Physical security
characteristics, and Section E.2.2: Logical
security characteristics. (Note: Only
random number generators meeting the
requirements

of SP 800-90A are allowed.)

Annex F - Section F.2.1: Physical security
characteristics, and Section F.2.2: Logical
security characteristics.

m If digital signature functionality is
provided: Annex G - Section G.2.1:
General considerations, and Section
G.2.2: Device management for digital
signature verification.

(P2-6.2.1) Non-console HSM access for the
purposes of management and configuration
requires the use of MFA.

6.2.2 All non-console access to HSMs
originates from a 3DE network(s).

(P2-6.2.2) Non-console HSM access for the
purposes of management and configuration is
performed using a secure channel.

6.2.3 Devices used to provide personnel with
non-console access to HSMs are secured as

(P2-6.2.3) Secret or private cryptographic
keys, key components, and/or key shares
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follows:

B Located in a designated secure area or
room that is monitored at all times.

B Locked in room/rack/cabinet/drawer/safe
when not in use.

B Physical access is restricted to authorized
personnel and managed under dual
control.

B Authentication mechanisms (e.g., smart
cards, dongles, etc.) for devices with non-
console access are physically secured
when not in use.

B Operation of the device requires dual
control and multi-factor authentication.

B Devices have only applications and
software

installed that are necessary.

Devices are verified as having up-to-date
security configurations.

B Devices cannot be connected to other
networks while connected to the HSM.

B Devices are cryptographically
authenticated prior to the connection
being granted access to HSM functions.

input to or output from the HSM are secured
through dual control and split knowledge.

6.2.4 The loading and exporting of clear-text
cryptographic keys, key components, and/or
key shares to/from the HSM is not permitted
over a non-console connection.

(P2-6.2.4) Non-console access used for the
loading of clear-text key components or key
shares originates from a Secure
Cryptographic Device (SCD), that is either:

B Listed on the NIST Cryptographic Module
Validation Program (CMVP) list and
approved to FIPS 140-2 Level 3 or 140-3
Level 3 (overall) or higher. Refer to
http://csrc.nist.gov.

or,

B Listed on the PCI SSC website, with a
valid PCI SSC listing number, as an
Approved PCI PTS Device.

6.2.5 Activities performed via non-console
access adhere to all other HSM and key-
management requirements.

(P2-6.2.5) When loaded through a non-
console interface, key components and key
shares are encrypted using a key encryption
key that is specific for the purposes of key
transport. Use of encryption provided by a
secure channel is not sufficient to meet this
requirement.
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